Abstract: A novel compressive optical cryptosystem based on single-pixel imaging is proposed. By using random sparse sampling in the encryption process, the plaintext is encrypted and compressed into a noise-like intensity sequence. As a result, the ciphertext is much less than the plaintext in volume. For decryption, a convex optimization algorithm is employed to reconstruct the plaintext with the help of the correct key based on the compressive sensing theory. Computer simulations and optical experiments are conducted and a series of results verify the validity and feasibility of the proposed method.
Introduction
Optical information security technique has drawn a lot of attention due to its inherent property of parallelism and ultrafast processing speed [1] . Since Refregier and Javidi proposed the double random phase encoding (DRPE) method, which encrypted a plaintext into a complex valued distribution with a 4f optical processor in 1995 [2] , various optical setups have been introduced to this research realm [3] , [4] . For moderating the demands of alignment and recording in DRPE, Nomura and Javidi adopted a joint transform correlator architecture to encrypt an image into the joint power spectrum, a real-valued distribution, which is convenient to be recorded and transmitted [5] . To explore optical one-way and asymmetric cryptosystems, Peng et al. proposed a technique of (cascaded) phase-truncated Fourier transform, which introduces the properties of nonlinearity and compression [6] - [8] . Based on a simple optical interference architecture, Zhang and Wang encoded an image into two pure phase masks [9] , which is also widely used in optical authentication schemes soon afterwards. In 2013, ptychography was combined with optical encryption to encode complex-valued image into real-valued diffraction intensity distribution, which reduced the requirements in the recording process [10] .
Unlike traditional imaging systems using lens and cameras, single-pixel imaging (SPI) does not require accurate optical alignment, which provides significant convenience in practical applications. Last two decades, SPI technique shows great promise in capturing multi-dimensional and multispectral information by using modulated light illumination. 3D SPI were realized using "shape from shading" and "fringe projection profilometry" techniques independently [11] , [12] . Imaging through scattering media via SPI were also explored using various approaches [13] , [14] . In other regions of the electromagnetic spectrum, Chan et al. set up a terahertz imaging system based on SPI which instead raster scanning with automatic 2D encoding [15] . In infrared imaging, Radwell et al. proposed a SPI-based microscope [16] and Gibson et al. built an infrared monitoring system for real-time imaging of methane gas leaks [17] . In 2010, SPI was introduced into optical security and random patterns were employed to encrypt the target image [18] - [21] . The random patterns were suitable for information protection as they are naturally unrecognizable, unfortunately, this way is inefficient since it normally requires a huge number of patterns, nevertheless, the signal-to-ratio (SNR) of reconstructed images is also bad. For overcoming this issue, Zhang et al. proposed a secured single-pixel broadcast method using permutated Hadamard basis patterns, which improved the image quality of the reconstructed results [22] . The orthogonal basis patterns such as Hadamard and Fourier basis are efficient for encoding, however, it consists of fixed number of patterns, which was a complete measurement. To further reduce the number of measurement, compressive sensing technique was introduced and several related works were reported [23] - [26] . Yuan et al. proposed an encryption scheme which combined the DRPE and compressive SPI technique with a modified phase retrieval algorithm [23] . In fact, it is a cascaded system whose security strength depends on the most fragile chain but unfortunately, the DRPE has been proved to be vulnerable to many kinds of attacks [27] - [30] . On the other side, multiple-image encryption (MIE) schemes were proposed based on the SPI, involving channel multiplexing and other techniques [24] - [26] . However, these MIE schemes are too intricate to carry out optical experiments and only some computer simulations were provided.
In the last decades, several conceptual prototypes of compression-encryption optical methods have been reported [23] - [26] , [31] . For encryption and compression, these works adopted hybrid architectures that contained some intriguing operations, which are hard to conduct an optical experiment and only provided some simulation results. In order to remedy this issue, we design a compact and efficient scheme to encrypt and compress the plaintext simultaneously in a single process. For encryption, the plaintext is random sparse sampled through a single-pixel imaging (SPI) system, which could provide a high compression ratio while keep a high level security. And the compressed ciphertext could be decrypted via a convex optimization algorithm based on the compressive sensing theory. It should be stressed that the optical experiment is conducted and a series of results verify the feasibility of the proposed method. To the best of our knowledge, this would be the first compression-encryption prototype which is verified by optical experimental results. The rest of this paper is organized as follows. In Section 2, we give a theoretical description of the proposed cryptosystem. Section 3 provides simulation and experimental results. At last, a conclusion is made in Section 4.
Theoretical Description
One principle behind the design of our optical compression-encryption SPI (CESPI) method could be mathematically expressed by the equation y = Фx, where suppose ciphertext y is an M × 1 column vector of the measurements recorded by a bucket detector (BD, a single-pixel sensor without spatial resolution). The plaintext x is an image with N × N pixels which could be mathematically reshaped into a N 2 × 1 column vector, and Ф is a key-controlled measurement matrix, which has the size of M × N 2 . Generally, we need N 2 measurements to perfectly and uniquely reconstruct the image x, that's to say, M = N 2 and Ф is a N 2 × N 2 matrix. However, by employing the compressive sensing (CS) theory, we could use a much smaller number of measurements (M < N 2 ) to reconstruct a near perfect image through a convex optimization algorithm as described in references [32] - [34] .
Here, we describe our cryptosystem in detail. For encryption, a random 0/1 index map (RIM) is first generated and taken as the secret key ( Fig. 1(a) ). The indices of value 1 in the RIM correspond to a subset of the Fourier basis which forms a measurement matrix Ф. Each row of Ф denotes a fringe pattern with a specified frequency, as illustrated in Fig. 1(b) . All of the key-controlled fringe patterns serve as the illumination structure light in the proposed CESPI system, and the resulting measured light sequence are recorded as the ciphertext by a BD, as shown in the Fig. 1(c) .
To formulate the compression-encryption process, suppose that a message sender generates a 256 × 256 RIM with 16000 value "1", one of which has the row index 10 (r = 10) and column index 6 (c = 6) as shown in Fig. 1(a)-(b) , specifying one frequency in the Fourier basis [13] :
where p c (u, v) and p s (u, v) denote the cosine and sine fringes, respectively. According to Eq. (1), the corresponding sinusoidal fringe (the cosine one is shown in Fig. 1(b) , the sine one is not illustrated here for simplicity) is generated in computer and projected by a digital light projector (DLP) onto an target image (the plaintext). Its resulting intensity distribution could be formulated as:
where p(u, v) denotes the computer-generated pattern p s or p c , x(u, v) denotes the reflectance function of the target image. The BD collect the reflected light and transmit the signal to the computer. The above process is a typical SPI scheme which is illustrated in the Fig. 1(c) . The recorded intensity could be formulated as:
where subscript i denotes the order of measurements and denotes the solid angle of the light cone, and y(i) is recorded as the ciphertext. According to the Euler's theorem exp(−ix) = cos (x) −isin(x), the corresponding Fourier spectrum could be obtained [13] :
In other words, the ciphertext y(i) is a key-controlled subset of the X(c, r), which is the Fourier spectrum of the plaintext x(u, v) . The encryption process could be represented more concisely as a matrix-vector multiplication:
where x is the column vector reshaped from x(u, v), and Ф is the measurement matrix whose rows consist of each computer-generated fringe p i (u, v) (reshaped in row wise). In this contribution, we set RIM with 16000 value 1 elements and each of them could generate a sine and a cosine fringe, therefore Ф is a 32000 × 65536 matrix (65536 is the total pixels of the plaintext). Consequently, the ciphertext y is a 32000 × 1 vector, which is a compression-encryption data compared with the plaintext x (a 65536 × 1 vector).
To decrypt the ciphertext, the authorized receiver should first utilize the right key (RIM) to construct the measurement matrix Ф, which combines with the ciphertext leading to an equation set. However, as mentioned in the encryption process, Ф has more columns than rows (32000 × 65536), therefore, solving out x with the help of y and Ф seems impossible because the equation set is underdetermined and we cannot uniquely recover x simply by inverting Eq. (6). For remedying this issue, we rely on sparse-based principles: in most cases, the gradient's integral of a natural image is statistically low, thus the inverse problem of Eq. (6) could be solved [32] , [34] . Let x ij denotes the pixel in the ith row and jth column of an N × N image x, and define the operators [32] :
It could be interpreted as a kind of discrete gradient of the digital image x. The total variation (TV) of x is simply the sum of the magnitudes of this discrete gradient at every point:
The decryption problem of Eq. (6) could be formulated as [33] :
For solving the equality constrained TV minimization problem in Eq. (10), we could recast Eq. (10) as a second-order cone program (SOCP). In compressive sensing theory, the Eq. (10) is a typical signal reconstruction issue, and the plaintext could be reconstructed by the convex optimization (CO) algorithms [32] - [34] .
A flow chart of the above-mentioned encryption and decryption process is illustrated in Fig. 2 . In the encryption process, the measurement matrix is a compression operator, which compress the data volume. Meanwhile, the CO in the decryption process is a nonlinear optimization operator which enhanced the security of the system.
Results
The proposed method is verified by both computer simulation and optical experiments. 
Simulation Results
For verify our method, we perform computer simulations under the environment of MATLAB R2013b. Two images are taken as plaintexts which are shown in Fig. 3(b) (binary image 'Chinese character', 256 × 256 pixels) and Fig. 3(d) (gray-scale image 'Cameraman', 256 × 256 pixels). With the help of the RIM shown in Fig. 3(a) , the ciphertexts could be decrypted by using the convex optimization algorithm, which are shown in the Fig. 3(c) and Fig. 3(e) . The correlation coefficient (CC) values between the decrypted images and the original plaintexts are 1 and 0.9923, respectively. As shown in Fig. 3 , the plaintext could be reconstructed near perfectly by leveraging compressive sensing theory in simulations. And the CC is defined as:
Where A and B denote two different two-dimensional distributions, m and n are the indexes of the rows and columns, respectively.
Experimental Results
In practice, the proposed CESPI system comprise a digital light projector, a bucket detector (Thorlabs PDA100A-EC) and an analog-to-digital converter (NI USB-6356). The experiment apparatus is shown in the Fig. 4 .
The same target images are used in the optical experiments and corresponding decrypted results are shown in the Fig. 5(c) and Fig. 5(e) . According to the Helmholtz reciprocity [12] , the decrypted images are viewed from the perspective of the DLP, therefore it is rescaled compared with the original target image. As shown in the Fig. 5 , the experimental results are degraded by noise, however, they coincide with the simulation ones in the Fig. 3 , and both of them verify the validity and feasibility of the proposed method.
To further evaluate the compression characteristic of the proposed method and compare the performance between the experimental results and the corresponding simulation ones, we fix the 256 × 256 pixels image 'Cameraman' as the plaintext and gradually increase the number of the sample points M from M = 4000 to M = 24000 with an increment value of 4000, then calculate the CC values between the decrypted images and the original plaintext, and plot it in the Fig. 6 . Both computer simulation and optical experiment are conducted and the CC values of the simulation results are plotted with red circle line, while the experimental ones are plotted with blue square line. As the diagram shows, the CC values rises rapid until M = 16000, and then keeps in a high level as the M increases, which indicates an underlying high compression performance while guarantees the quality of the decrypted images. Obviously, the experimental results are degrade by noise and have lower CC values. Several factors will affect the experimental measurement, including but not limited to Poisson noise due to photon counting, nonlinear response of the BD (bucket detector), quantization error of the ADC (analog-to-digital converter), dark currents of the electron devices and the environmental noise [35] .
To demonstrate the security of our cryptosystem, we suppose that an attacker intercepted the ciphertext. He might attempt to crack the ciphertext in three ways: (I) inverse Fourier transform the ciphertext. However, as the ciphertext is an unordered subset of the Fourier spectrum of the plaintext, the inverse Fourier transform of the ciphertext could not get meaningful information. Moreover, the unordered maximum value in the ciphertext will generate periodic fringe. As a result, the attacker would only get noise-like patterns, as shown in the Fig. 7(a) ; (II) counterfeit a RIM as shown in the Fig. 7(b) to decode the ciphertext. Unfortunately, the counterfeit RIM will generate a 
Conclusion
In summary, we have proposed a novel optical compression-encryption method based on the singlepixel imaging scheme. By random sparse sampling in the encryption process, the plaintext could be encrypted and compressed according to a secret key, and as a result, the generated ciphertext is much less than the plaintext in volume, which reduces the cost of storage and transmission. For decryption, the plaintext could be reconstructed near perfectly by using a convex optimization algorithm based on the compressive sensing theory. Moreover, the compression operator and the convex optimization reconstruction method lift the cryptosystem's security level in a certain extent. Besides, the compression characteristic of the proposed method is also studied which shows a good compression performance while guarantees the reconstruction quality. Optical experiments have been conducted and a series of simulation and experimental results verify the validity and feasibility of the proposed method.
